
Abacus Nursery – General Data Protection 
Regulation (GDPR) Policy and Procedure 

  
GDPR principles referred to as the ‘privacy’ principles are: 

1 You must have a lawful reason for collecting personalised data and must be collected in 
a fair and transparent way. 

2 The data you collect must be used for its intended purpose. If you wish to use it for 
other reasons e.g. marketing and promotion, you must require consent to do so. 

3 You must not collect any additional personal information that is not necessary. 
4 It has to be eligible and accurate and you must have systems and processes in place to 

keep it up to data. 
5 You cannot retain information any longer that the legally required timescales. 
6 Personalised data must be processed and stored securely whether that information is 

on a data file or paper. 
 
These privacy principles are underpinned by an additional principle – Accountability. 
 
Accountability means that an organisation must follow their systems and processes to ensure 
compliance is achieved. 
 There is an expectation that organisations will commit to ensuring updated awareness 

and underpinning knowledge on data protection is promoted 
 Managers should ensure staff are fully trained in data protection in order to limit the 

risk. 
 Your internal documentation on policies, procedures and training will be key to 

compliance. 
 You will also need to be able to demonstrate, how you monitor, measure and mitigate to 

lessen risk should you find yourself dealing with a breach of personalised data.  
 
We are registered with the Information Commissioners Office (ICO) data controllers, to 
allow us to process personal information. We pay an annual subscription for this.   
 
For the smooth running of Abacus Nursery and the safety/wellbeing of each child and adult 
within it, certain personal data for staff, children and their parents will need to be collected. 
We understand that this information when linked together can distinguish that living person.  
 
From May 25th 2018 the Government will introduce the General Data Protections Regulations 
(GDPR) which is a new EU Directive covering the management and control of personal 
information. It replaces the current Data Protection Act 1998(DPA) and the Electronic 
Communications Regulations 2003 (PECR).  
 
The GDPR laws increase the obligations companies have on the protection of personal data, the 
new rights for individuals and the penalties on organisations who fail to comply. To ensure 
these new obligations are met, all staff at Abacus who handle data will be made aware of this 
regulation and we have appointed Stacey Allwood as our data protection office (DPO) to be 
the ‘lead’ on data protection.  



 
Rights for individuals – GDPR works around the principal of consent and assumes automatic 
right of privacy to individuals. At Abacus Nursery we will only collect and process data that we 
need to manage and maintain Abacus nursery and to ensure we comply with our lawful 
obligations. To gain consent and ensure all parties are made aware of how their data is 
processed (collected, stored, used, shared, managed, when it expires and how we dispose of it) 
Privacy notices (which are ‘concise, transparent, intelligible and easily accessible) form part of 
our ‘New Child/staff member’ paperwork).  
 
Nurseries Legal Obligations – Although consent is a fundamental part of GDPR and states 
that’s personal data should be ‘processed fairly and lawfully’ and ‘collected for legitimate 
specified and explicit purposes’ and that individuals have the right to be forgotten and the 
right to object to certain types of data use as a childcare provider we are subject to comply 
with EYFS regulatory frameworks, the Local Authority, DFE and OFSTED requirements. 
Where we have a legal, legislative or legitimate reason to hold personal data this supersedes 
GDPR and parental consent is not required.  
 
Personal Data – Any information that can be used to personally identify directly or indirectly 
an individual e.g.  

 Names and DOB  
 Addresses for staff parents and children 
 Personal phone numbers (landline and mobile)  
 Personal email addresses 
 Children’s progress recorded on Tapestry (Encrypted)  
 Employee records 
 Financial records, identifying a person (bank details) 
 However an email address alone is NOT personal data unless it can be linked to more 

data stored elsewhere.  
 
At Abacus we are mindful and regular review the personal data we collect to ensure we:- 

 Understand the data we collect i.e. do we really need it? What we do with it and what 
we use it for. 

 Only use the data we collect for the purpose we collected it for. 
 Delete data when it ceases to have a use (see Data Audit table). 
 Delete expired data securely. The exception to this action is where records have been 

made in regard to Safeguarding concerns. These  records will be stored securely for 
21years in line with the EYFS Statutory requirements  

 
See Abacus Nursery ‘Data Audit’ for full information.  

 
Mitigation of risk – As part of our commitment to GDPT we lower the risk at Abacus Nursery 
by:- 

 Storing securely all personal data in a locked filing cabinet. 
 Children’s progress recorded via Tapestry (an encrypted service) and can be ‘locked 

down’ if required.  
 Work towards a ‘Clean desk’ policy 
 Limiting the number of staff that have access to personal data  



 Training our current staff on GDPR  
 Including GDPR/information sharing as part of our ‘New Staff’ induction. 
 Including GDPR and information sharing on staff meeting agendas   
 Regularly reviewing the data we collect and what we do with it meets GDPR directive 

(see details above) 
 Ensuring we have written arrangements with all external organistions processing data 

for us i.e. Zest payroll and Sutton associates (accounts) and Somerset County Council 
(Funding) collecting proof they are GDPR compliant, including software and IT providers 

 Regularly updating our security software. Including anti-virus and malware protection 
 Ensuring relevant staff use encryption/passwords when emailing personal information.  
 Having individual secure passwords protection on all systems which are updated every 

three months 
 Having a ‘Home working’ code of practice 
 Emails to parents sent using ‘BCC’ 

   
Breaches – Upon any breach of Personal data i.e. accidently lost, destroyed or shared 
(unauthorised access given) the following activities will be initiated:- 

 Completion of  a data breach report as part of a full investigation (see attached) 
 Escalation of breach to Duty Manager 
 Escalation if appropriate to Information Commissioning Office (ICO) and  individuals 

that may be adversely affected within 72 hour time frame 
 Hold 'Lessons Learnt' meeting (post ICO/affected individual notification) 
 Apply/implement remedial/avoidance measures to prevent reoccurrence 

Contact Details/Telephone number for ICO can be located at the following  
URL: https://ico.org.uk/for-organisations/report-a-breach/ 
 
We understand the penalty for ‘breaching’ could be a maximum 4% of our turnover or £20 
million – whichever is higher where it is proven that we are non-compliant or negligent with 
GDPR guidelines.  
 
Right to access – The GDPR includes 7 rights for individuals. Parent and staff can request 
access to their own data at any time. All requests will be responded to within one month and in 
most cases we will provide the information for free. Where a request needs to be rejected 
due to a lawful obligation to retain data (from Ofsted or the EYFS) we will inform the 
individual of the reasons. We understand the individual can complain to the supervisory 
authority. The current Data Protection Act 1998 gives parents, staff and carers the right to 
access their information that we hold at Abacus. It also sets out specific exemptions under 
which personal information i.e that relating to Safeguarding may be withheld from release. 
There is no change in the GDPR. Parents are welcome to see the records kept on their child, 
but for confidentiality of other children’s files a member of staff must be present. With this 
in mind it would be hoped that arrangements could be made in advance to fit in with staff 
availability. 
 
Only the people who have given the information will be entitled to access it at a later date. 
Any other person/bodies i.e. Doctor; wishing to access this information, especially where it is 
of a more sensitive or financial nature we will ‘Under a duty to disclose’ found in the Children’s 
Act section 17/47 need to:-  



Ask for the request in writing   
Have the request signed by the person making it   
Have the request include a legal basis for the disclosure 
And only after we are satisfied disclosure is necessary, will we disclose the information 
requested. This disclosure will take place within the maximum of 40 calendar days. 
  
We are aware that simply deleting files and the software on a computer is not sufficient and 
that data can still easily be recovered. Where we dispose of any device to ensure data cannot 
be recovered we would destroy the device beyond use.  
 


